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Chapter 8 
Operational Security 
 
 
 
 
 
 
 
 
 
 
 
 
 
INSTRUCTION 
 Operational Security 
 Suggested Teaching Method:  Lecture Method  
  

Instruction: The instructor should emphasize the importance of operational security within the Civil Air 
Patrol and how this not only affect the credibility of the CAP, but also the possible security of public 
servants, other CAP personnel and the civilian population. 

 
Tip: Give the students the website address to take the online training and testing as an assignment as 
well as reading this chapter prior to the class session on OPSEC.  Then use the class time to discuss 
OPSEC. 

 
PUBLICATIONS & RESOURCES 

Operational Security online training and testing, https://tests.cap.af.mil/opsec/main.cfm  
Summary Exercise Answer Key 

  
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

Chapter Goal
 
The intent of this chapter is to instill in each 
member the importance of operational security.   
Students, especially those without a military 
background, have to become aware of their 
surroundings, the information they know, and 
who can use their information against them, the 
Civil Air Patrol, and other agencies. 
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SUMMARY EXERCISE – ANSWER KEY 
 
1.   The goal of OPSEC, as a "countermeasures" program, is to deny an adversary pieces of the intelligence 
puzzle. 
Answer – a. True 
Reference – 8-1, Operational Security 
 
2.  Name the five-step OPSEC process.  
Answer – Identification of the critical information to be protected; Analysis of the threats; Analysis of the 
vulnerabilities; Assessment of the risks;  Application of the countermeasures 
Reference – 8-3, OPSEC at Home 
 
3.  The first law of OPSEC is _____. 
Answer – b. to know you threat 
Reference – 8-3, Laws of OPSEC 
 
4.  “For Official Use Only” documents are considered classified or secret. 
Answer – b. False 
Reference – 8-4, Designations     
 
5.  You are evolved with an operation due to you specialty qualification.  This assignment was given to you by a 
higher headquarters.  Your immediate commander approaches you and orders you to fill him in on the details 
since no one told him anything.  Do you tell him as you have been ordered to do so? 
Answer – d. No. It is apparent that he may not have the need to know.  You should contact the operation 
coordinator and in form them of the request. 
Reference – 8-4, Control of Critical Information 
      
6.  All electronic messages must have the designation U//FOUO in the subject line regardless of the content. 
Answer – b. False 
Reference – 8-5, Rules for FOUO documentation     
 
7.  Name a couple of types of information should be designated as “For Official Use Only”? 
Answer – Operational Plans; CAP frequencies 
Reference – 8-5, Rules for FOUO documentation 
 
8.  What is the purpose of the security program? 
Answer – b. To protect against unauthorized disclosure of official information. 
Reference – 8-5, Summary 
 
9. Civil Air Patrol radio frequencies are no different than those used by amateur radio operators and are not 
considered sensitive information. 
Answer – b. False 
Reference – 8-5, Rules for FOUO documentation 
     
10.  When trusted with sensitive information, it is you responsibility to secure that information and not spread it 
to others who do not have the need to know whether written or verbally. 
Answer – a. True 
Reference – Operational Security 
    
 
 


